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Core capability to be cultivated by this course:

B Enhancing ability to communicate and express oneself (70%)

B Logical reasoning & critical thinking (10%)

B Scientific thinking & reflection (10%)

B Art & humanity (5%)

[l Diverse views & social practices (5%)

Course keywords:
Digital Battlefield, Artificial Intelligence in Defense, Cyber Warfare and Electronic
Warfare, Information Security and Smart Defense. Course Description

Requested by the Ministry of Defense that all university Reserve Officers
Training Corps (ROTC) cadets have to take this course compulsorily in order
to strengthen cadets’ knowledge of defense information science
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This course aims to prepare cadets' advanced knowledge of defense
information science, of the evolution of war, of digital battlefield and
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transformation. Cadets learn artificial intelligence, cloud service, internet of

# [things (I0T), and geographic information system in defense. Cadets need

4z [to learn cyber warfare and electronic warfare, radar system, command,

n control, communication, computer, intelligence, surveillance, and

" reconnaissance (C4ISR). Cadets also learn function of security operation

™ center (SOC) and computer emergency response team (CERT), trend of

defense information technology, and asymmetric warfare and smart
defense. Finally, cadets can give answers of laws, threats, protection,
management, and policy for the information security

A. Instructor: Dr. LIU, CHING-YUAN (%] & —~ £* 12 #c$2), NTHU Assistant Professor
('J%-z‘f-ﬂ’ g i%‘- =8 gl 3 )

B. Credit: 1, Lecture given in English

C. Time: Sn

D. Lecture Room: Educational Hall, Room#103(# % 4= 103 %)

E. Students: 10, preference is given to compulsory third-year Defense Bachelor
Program cadets, remaining quota for elective university students with ROC
citizenship.

F. Reference Book: & =¥ 4% » {( B 373+ & #4%2#,2020) Ji5=<p ) : 2020#6" (E

HdiaRAt s 547 ) ISBN 978 986 3125 90 9. All the pertinent lecture notes are

posted in advance ay the campus platform: https://eeclass.nthu.edu.tw

G Teaching Method(¥ 5 = ;%)

Lecture, Group Discussion, Assigned Project, no Al is applied.

H. Weekly Syllabus

Week of Weekly Syllabus

1 Future Information Science/The Evolution of War: Digital
Transformation and Digital Battlefield

2 Concept of Data, Information, and Information Dominance

3 The New Digital Technology and Application of Digital Battlefield

4 Artificial Intelligence in Defense

5 Cloud Service in Defense

6 Internet of Things (I0T) in Defense

7 Introduction for Computer/Geographic Information in Defense

8 Cyber Warfare and Electronic Warfare

9 Mid term exam

10 Radar System

11 Command, Control, Communication, and Computer

12 Intelligence, Surveillance, and Reconnaissance

13 Security Operation Center (SOC) and Computer Emergency
Response Team (CERT)

14 Information Security Laws, Threats, and Protection

15 Information Security Management and Policy

16 Trend of Defense Information Technology
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17 Asymmetric Warfare and Smart Defense

18 Final Exam

I. Evaluation: Mid term exam and final exam account for 50% each.
J. Remarks: Lecture will follow the order from the CDC to cope with the
pandemics.




